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(54) Automatic updating of diverse software products on multiple client computer system 



(57) A system am} method update client computers 
of various end users with software updates for software 
products installed on the cBent computers, the software 
products manufacturered by diverse, unrelated software 
vendors. The system includes a service provider com- 
puter system, a number of client computers and soft- 
ware vendor computer systems oommuracating on a 
common network. The service provider computer sys- 
tem stores in an update database information about the 
software updates of the diverse software vervtors. iden- 
tifying the software prafucte 
are available, their location on the network at the vari- 
ous software vendor cornputer systems, information for 
identifying in the d ient computers the software products 
stored thereon, and intonation tor determining for such 
products, which have software updates available. Users 
of the client computers connect to the service provider 
computer and obtain a current version of portions of the 
database The client computer determines that software 
products stored thereon, and using this information, 
determines from the database, which products have 
updates available, based on product name and release 
information for th installed products. The user selects 
updates for installation. Th selected updates are 
downloaded from the software vendor computer sys- 
tems and instaDed on the client computer. Payment for 
the software updat and the service is mediated by the 



service provider computer. Authentication of the user 
ensures only registered users obtain software updates. 
Authentication of the software updates ensures that the 
software updates are virus free and uncorrupted. 
Changes to the dent computer during installation are 
monitored and archived, allowing the updates to be sub- 
sequently removed by the user. 
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Description 

BACKGROUND 
5 Field of Invent! n 

The present invention relates to systems and methods for computer-based customer support and more particu- 
larty, to systems, methods, and producfefor automatically updating so 
a plurality of end-user, client computer systems. 

TO 

jfefrgrpund of Invention 

The typical personal computer contains various categories of software products, such as operating system files, 
utilities, applications, and device drivers, code Sbraries, and other forms of computer readable or executable informa- 

15 ton. tn some of these categories, such as applications* the personal computer may contain numerous p ro grams in var- 
ious subcategories. For example, a user may have one or two word processing applications, several graphics 
applications, and numerous games. Most ol these products win come from different software vendors. As used herein 
"software vendors'* includes any entity that distrftxjtes software products, even if the entity also manufactures or distrib- 
ut s hardware or other non-software products. These software vendors frequently improve their products, by adcSng 

20 new features, or by fixing known problems, and make these software updates avaDabl a to their users. These updates 
may or may not be tree. 

There are at least three significant probterrsthart the verxtors arid usere 
to the user. First, vendors face difficulty and costs in attempting to inform users of their products that the updates are 
available, and users experience simBar difficulties in attempting to ascertain what updates are available. Vendors typi- 

25 calfy send out mailings to registered users, place advertisements in reJevart trade journals and magazines, and engage 
in other promotional activities. 

For aD of these efforts, many users may remain unaware of the many software updates applicable to their systems 
urrtl they erKourtter problem 
updates by searching the Internetwork^ 

ao of the proM em c# updating all software 

ucts from numerous verxfors on her cornpu^ 

available Distribution channels, journals, tntemel forums, arxl the Gke, to deterrrH 
ucts there are updates availabta 

For example, some vendors maintain sites on the World Wide Web, or electronic bulletin boards (BBS Is) that 

35 include information about current updates arxl products, are) enabte a user to download surt 

sites are obviously dedfcated to a single software vendor, and provide information only about that software vendorfc 
products, and certainty not about the products of numerous other vendors that may be interest to a given user. Thus, 
the user would have to search the Internet, and possibly online services, to determine which vendors have such sites. 
The user would tikefy to have visit each of these sites indtaduaJly arid determine what software updates are available 

40 from each of them. Similarly, even though some on-6neservk^i^ 

learn about available updates, this still places the burden on the user to actively seek out trtis information. Directories 
or search engines on the Internet such as Excite. >ahoo. Lycos, or tnfoseek merely provide links to software vendor 
sites, but do not generaly attempt to systematically determine which software updates are available, and provide this 
infonnation to the user .let atone actually update the softwares the user ^rrachina 

45 Anofrer problem is lhat even o there is the need to install ft in the user fccompu^ 

ter. Many users purchase the software updates by mail cider, rjr the tik^ 
users may download the software updates via Internet from the corr^ 

ices, tn any of these cases installing a single update can be a tedious, time-consuming and error-prone process for 
many users due to the various formats and iretafiatiw procediires required. Installing updates tor all of the numerous 
so software prcxfucte on a user* system o 

user. 

Finally, many users have concerns about their privacy, and are often resistant to revealing complete infonnation 
about their software <*xtf^ 

of the vendor Is products are installed on a user B computer system, and system configuration information is necessary 
55 for determining which i*x^ 
an accounting program frOT 
ware update is appficabto if the rjrint^ 

all the components on their system, but this cortfigumtion information is necessary to ensure the correct software 
updated is installed. Still, users are resistant to the prospect of a single vendor storing fttormation profiting the software 
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components that reside on their computer systems* 

In summary from the perspective of an individual vendor, the problems are Identifying and notifying every user of 
the vendor software of the avaflabffity of updates to the software on a timely and useful basis, and ensuring that the 
proper software updates are installed From the perspective of the individual user, the problems are systematically and 

5 easily identifying which updates are currerrtry available for every piece of software on her system, and resoMng the 
technical cSfliciiHies in obtaining and installing such updates. 

Acccrdingry, it is desirable to provide a system that autorra 
ous diverse software vendors are currerrtry available, and which are applicable to a given users computer system, and 
installs such user selected ones such updates on me users computer. Further, it is desirable to provide such a sys- 

io tern without abridging the privacy of users by obtaining art storing sy^^ 

nummary OF TH5 INVEf^rpOH 

In accordance with one aspect of the present invemion, there is provided a 6 
is updates software components from numer^ 

users. The system includes at least one database that stores software update information for a plurality of software 
products manufactured by cSverse software vendo*s. The database is r^ 

vider computer system. Alternatively, the database may be maintained by a set of software vendors of the software 
products in association wHh the service provider. The software update information in the database specifies the soft- 
20 ware update program or tiles and trwwnetwcfk location w 

puter systems are connected over the nefcvork to the service prov^ 
irtfomiaticin that desert 

In the preferred embedment the network is the Internet to which the diverse software vendor computer systems 
are connected, and make available updates for their software. The network location provided in the software update 

2S information is specified by one or more universal resource locators (URL). Thus, the update database does not store 
the software updates themselves, but informa ti on that is used to access the software from computer systems of the 
original vendors, tn addition, tfie software update information includes a format description associated with specific 
installation programs or actions needed to install the software update. 
On each user computer, or synonyrnousry cfiertt c^^ 

so invention there is provided a cfierrt netwc*k to the update database of the 

service provider computer system. The (Sent application au tom atically downloads a portion of the database to the client 
cornputer. preferably to update a rrt 

whi ch software updates are appl icabfe or relevant to the user computer. This is preferably done by first deterrrrining 

theproAjctsthatareinstaUedintte 
35 aNefwanrwrerec^verswo^ 

updates are identified to the user. 

The user selects various software upc^tes 

service provider computer then uses the network location spetified in the database to connect to the computer system 

of the software vendor and download the software update from there to the client computer. The client application uses 
40 the format information to determine the appropriate instaOatton process associated wfth the software update, and 

installs the software update using the proper installation process. During the installation process, the client application 

monitors aO changes made to me diem cc*T|Duter ( such 

diert application stores the state of the cfient computer prior to these changes. This may be done by saving copies of 

files to be altered or deleted, and noting pathnari^ of ties or directories to be ao^ 
45 the stored state information, such as the copied files, is compressed and archived, and identified as being associated 

with the just installed software update. This stored state information allows the cfiert application to "undo" the instala- 

tion and restore the cfierrt computer torts state rxfor to 

altered. Multiple "undoes" of multiple installations may be accomplished. 
Where the vendrx charges for the software 
so software verKtorscomputer and tte 

When the electronic payment is authorized, the cfiertt application downloads the software update and completes the 

installation as descrbed Ackfiticftally. the service previa^ software update and check 

to ensure that it is not corr u pted, tor examfle by corryuter viruses. 

The service provider periodically updates the update database, m oni t o rin g URL information to ensure that ft cor- 
ss rectty identifies the location of software updates, identifies new software updates, or new products for Inclusion in the 

database, and ttte like. 

The above system altaw 

computers from diverse software venctore through a smp> ( 

energy to identify currently available updates, nor engage in tie potentially difficult process of manually (even electron- 
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kaDy) obtaining and installing the software updoes, and prope^ 

relevant intormaton about the currenfly availabl updates is maintained for subscrfotng users in th service providers 
database. Further, th above system provides these benefts without directly storing th software updates themselves, 
which would be undesirabJ tor the service provider due to vast memory requirements needed for handling software 
updates from hundreds, or potentially thousands of software vendors, and the difficulty of enairing that aD such soft- 
ware updates wer current 

As a further aspect of the invention, the update database stores prorrcti^ 
ucts in addition to the software update information. The promotional information irtdudes product fiterature, advertising 
literature, technical information, product demonstration software and the like. This information is categorized into a 
number of product categories. Lite the software update cntormalion, the promotional irrformation itself is not stored in 
the update database, but rather, a network location is stored for each rtem of promotional information. 

The dient application deterrrrines on the client computer the product categories of the software products therein, 
and then selects promotional information from certain product ca t egories, and retrieves this promotional information 
from the network location information associated with it This enables the dient application to cfirect promotional infor- 
mation to frte dient computer tased on the software products thereon, and hence the user's likely product interests, 
without 1) storing large quantities of promotional i nformation directly; and 2) disclosing the actual contents of the user 
computer to third parties. 

The update database of software update information is preferaftfym 
who also maintains the service of proving software updates. This database is created by engaging with numerous 
software vendors to provide in forma ti on for software updates of their products to the sarv^ 
software vendors provide the service provider information describing the software update, inducing version informa- 
ti n, file formats, configuration iritormation, and network location. 

Aftemativery, software updates may be identified by eystemat^ 
trfy the softw^e vendors who are rjrovkfing updates to their software products. These updates are then downloaded 
from the software vendor* Internet sites, and one or more network locations (URL) are identified tor obtantng the 
download. The downloaded software update is then installed on one or more target computers as typfcaJly configured 
by end users. The format of the software upofetoisdetermirted. atorigwithtte 

and other descriptive information, such specific configuration actions to be taken during installation of the software 
update, useful descriptive text and the (ike. 

In another asped of the presem invention 
base. The client application is provided on each of a plurality of cfient computers. The cfient application is executed on 
a periodic basis and connects to a update database as described above 

pc<tk)nscf the database, determ retrieving sarne from their network 

locations, instaffing the software updates on the dient computer, and removing installed updates if desired. 

In yet another aspert of the present invents 
vided by the service provider to a diert Users who sub- 

scribe to the service rjroviderfc service incScate the software products in which they are interested, either directly, or 
inolrectty by their actions in using the service. As new software updates, or software products become avaflable, the 
service providers determines which one match a particular userfc interests, and notifies the user of such updates or 
products by emafl. The notification includes the network location of where the software product or software update is 
avaflabla Trie user can men 
and install the software update or product 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is an illustration of a system for providing software updates in aro^ 
Figure 2 is a flowchart of the overall method for provitingsofhvare updates to 
the present invention. 

Figure 3 is an ilustration of a user irrtertace tor registering a new user of the updating service. 
Figure 4 is an itustration of a user irrterfacetaselectoig software 
Figure 5 is an ilustration of a user interface tor c on fi n ing installation of a software update. 
Ftg^e 6 is an ilustration ol a user interface fo^ 

F^e 7 is an ilustration of software ar service provider ccn^xjter system. 

Figure 8 is one embedment of a schema for trm update database of the service prc^tf 
Figure 9 is an ilustration of the software architecture of an dient computer. 

Figure 10 is a flowchart of lurtier delate of analyzing tto updates, and dis- 

playing update information. 

Figure 1 1 is a flowchart of the operation of the install rnonftor. 
Figure 12 is a flowchart of the operation of the URL monitor. 
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Figur IStsanfflustationofauserinterfaceta into the update database 

Figure 14 is one erifcocfment of a schema tor the user profOe database 
Figur 15Bormembocfimerrtof aschematorthe advertising informatm . 
F(gure 16 is a flowchart of the operation of the recovery modute. 
s Figure I7isan fflusrjrafonof auserir^ 

DETAILED DESCRIPTION OF THE INVENTION 

System Architecture 

10 

Referring now to Figure 1 , there is shown the architecture <rfor»en^^ 
ware products on userfc computer s in accord an ce wrth the presort i 

ent computers 101 cornrnunicativery coupled by a network 106 to a service provider computer 102. A number of 
software vendor corrputers 1 03 are also conminicativery coupled over the network 106 to the service provider corn- 
is puter 1 02. The network 1 06 is preferably the Internet or other similar wide area network. 

Each client cornputer 101 is operated by an end user, and typically has a number of software products instafled 
thereon, such as applications, drivers, utilrties and toe like bri accordance 

ers 101 includes a client appfication 1 04 that communicates with the service provider cornputer 1 02 to obtain software 

updates of software products installed on the client computer 101. The software architecture of a cfient cc>rnputer 101 
so and cfient appfication 104 is further described below with respect to Rgure 7. 
Each software vendor computer 103 coupled to me service provider cor^ 

tion, software products, information files, and the like. The software update in form a t i on includes applications, binary 

f fles, text files, and the like, tor updating software products Installed on cfient computers 101 , and advertising or other 

information abom such rxod 
25 tfon useful to prcvidtogpirc^ 

software vendor computers 103 provide mectanisrnsforcoritroIfingd& 

as credit card payment front ends, code aulhenticalirjn arid verfficatm 

anisim are understood n the art exa^ 

credit cart or deMsysten^ as kncvm torn 
so ccwentiorial encryption techniques. 

In a preferred errfcotfment, the network 106 is the Internet, and more specifically, the WbrU Wide Web portion 

thereof. The various cornputers mereby support tte protoafe to 

deringof HTML VRMLorotrtertextorirrterfeced 102. 103 has a IP address 

that specifies its location on the network 106, thereby alowing such corrputers to communicate with each other in a 
35 wxrverrtional manner. Fi les, such as executables, bcnari es, and text files are identified within th e various cornputers by 
universal resource locators (URLs) as known in the art 

0^^$V^emQf>erg#pn 

40 Referring now to Figure 2, there is shown an overall flow riagram of the process of updating a single client compu- 
ter 101 in arxordancewrm the presem invention. TTie process here is descrtoedwrth respect to 
101. Grven toe dierrt-server nature the art understand thmnurnerous 

errt computers 101 may interact with the service provider computer 102 in parallel 

The update process 200 is typically initiated on the client computer 101. The user may manually initiate the proc- 

45 ess, or it nay oca* automatic 

be initiated by the service provider computer 102 prorrtplirig the cfient computer 101 at various intervals, or in response 
to particular events. 

In each case, the user togs in 201 to the service provider corrputer 102 wito too client application 104 in a conven- 
tional mariner, providing a user ID, a password, and the fike. This information may be manually entered by the user via 
so the client appfication 104. or more preferably, stored within the cfient application 104. and automatically provided once 
a connection between the diem corr^uter 101 ami service 
istered. toen the service provider com 
system. Fip^ 3 illustrates a basic 

name 301 and selects a password 303. The user may also povkte a maJng address 305 and a payment mechanism 
55 such as a crecfit card data 311. inchxfing a credit card number and expiration date, to pay for the services and for any 
for-fee softwar updates that the user may access in the course of using the service provided by the service provider 
computer 102. An email address 307 ts entered to allow the service provider to c^ 

select check raw 309 to irKficatetrat to available for soft- 

ware products installed on their cc<rputer. When toe reojstratiai p 
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puter 102 returns a uniqu re gjst i aU un number to the user. This mmto iraybe stored on ftecfiemcorTyuter 101 and 
used during subsequent logins to identify theusertotheservtceprovxier corrputer 102. 

The registered users are authenticated 203 byth service provider computer 102, using conventional authentica- 
tion mechanisms, such one or more passwords, dSgHa) signature, certfficates, or the like Authentication ensures that 
only users who are property autrwizedby theservroprcvito 

The diert application 1Mth^ 
ucteThe list of installed software products typicaDy includes apportions, system utilities, drivers, and other execute- 
Wes or resources. These software products will typically be from numerous diverse software vendors, a number of 
whom wfll maintain sof^everictorcwnputers 103 on the network 106. 

to each of the trtstafled software r^^ 
cable, or relevant update tor the software product This determiretkm 
computer 102, which n^ rrtairo, as further 
numerous software products of cfiverse software vendors. 

The cfient application 104 displays 206 the list of applicable software updates to the user, tor review and selection 
thereof of updates tor purchase and installation. Rgure 4 Btustrates a sample user interface display 400 of appficable 
software updates. This cfisplay 400 includes the name 401 of each software product identified on the cfient computer 
101 , and remarks 403 displayed next to the name irtficating whether 
there are no applicable i^xlates, w. tf tte 

ware product itself, or for related protocfe). to those cases where thm 

irrfcate the r^re of the so1b«^ update In the example of Rgure 4. the remarks 403 tor the software rxc<luci<>iicken 
5.0® by Intuit he, rnrJcates a update to rxovide new feahires. The user mayo 
a name or remark of a particular software pro^^ 
figure 4. and the irtformat^ 

may be stored in the service provider corrvuter 101, rx obtained 
needed using URLs associated with such irrfcfTTHtioa Trie user m 
need updaiirig, rather than afl 

The user may select one or more software products to update To update one of the software products, the user 
sdects the software prtxtoct for updtoety line including the software product, or by 

single clicking on the line, eral then cfidonglhe retrieve 

by holding the control key on the keyboard down whfle stngle-cficWng on the name of each desired software update, 
followed by selecting the retrieve button 409. When all the desired updates have been selected, the user may click on 
the continue button 41 1 to begin the installation process. 

Fc* each selected software update* trie cto Referring to Fig- 

ure 5, the client application 104 displays information 506 for a selected software update, and provides the user the 
bfxxvturt^ to confirm 501 cr 1Mctownloaxfe2ro the soft- 

ware update, along with installation information, such as installation rxograrns. files, and the like. This downloading may 
be directly from the software vendor conputer 103. iising the URL date 
the location of the software update on the network 10& 

In conjunction wito the ckwrn^ 
of thecfiemcorrtputer 101 paysfortoescirware 

imermer^e in this transaction, rjrrr^ 104 to the compu- 

ter 1 03 of the software vendor of the update. If payment uifa rin al ion, such as crerJt card numbers, are stored in the cB- 
ertt application 104, then this totorrretion maybe r 
103. 

Once the download and applicable payment are complete, the software update is physically installed on the client 
computer 101 . Each sofware update is as so ci a ted with information that describes the particulars for the installation, 
such as ccfffi&jration, decompression or other in fo n i iali ui. The installation is performed in conformance with such 
totormatiort 

hi the preferred embodiment the cfient appficabon 104 executes 21 1 an install monitor prior to actually installing 
the software updale. The ir^lBJlm records the changes made to the diem computer 

101 as a result of the installation of the software update This infarnatkxi is archived by the install rnotiitor and allows 
the user to "undo' or remove any number of instatetions, and restore the cfient computer 1 01 to its state prior to each 
such installation. Accortfingry. the cfient application 1 04 performs 212 the installation, executing any necessary decom- 
presskninstaBatton. or setup ap^ 

the install monitor records 213 any charxjes made to the system c*)r^ 
tionffles. adefitions c*deleticmoffies.artf 
ety erf manors, such as budtf^ 

totheir alteration or c&el^ This proc- 

ess 208 is repeated for each software update to be installed. 



EP0811942A2 



CtaceaD of tosofiwara updates tiave been 
computer 102, and any necessary payment infonnation forth iJsermaybeupo^ted. suchaspaymembasedonthe 
nuntoerot software fjpofetespu^ 
betfrecttymoie,asth cost of me service iTiay be irid^^ 
vendor, who then pays the service provider for to service of coordin^^ 
computer system 103. 

At some subsequent point the user may decide to undo a previous installation, for mnmpiA rfi ia m rfic^^rtrnfaction 
with the software product The user may use a recovery feature erf the client appficati on 104 to unck>216the installation. 
A sample user interface 600 tor the recovery function is aiustrated in Figure 6. The user interface 600 includes a field 
601 indicating the previous update to be removed as selected by the user, atong with an information window 603 
describing the software update. The user corifirnv to removal of tosoftware update 

or may cancel with cancel button 607. The recovery function deletes the fDes installed for the software update, and 

using the archived information created by the install monitor during the installation of the product restores the client 

computer system 101 to its contigur^^ 

deleting fDes and directories that were added restoring files 

were otherwise changed. In one preferred erntxxBrrient to recovery fur^ 

series of installations, accounting for changes to the configuration of the diert computer 101 after a particular installa- 
tion. In another preferred embodiment the recovery function undoes installations in the reverse order of their installa- 
tion If any payments were originally required from the user for the cost of the software update and the associated 
service of downloading and installing a; the paynrentsm^ be credited bart^ 
lation. 

Service Provide CwTJttrtff 

Reterririg riow to Rgure 7. mere is shown m 
the present invention. In terms of hardware aichltecb^ 

computer, preferably supporting a relatively large number of multiple clients simultaneously for requests for data and 
other processing operations. The service provider comp u ter 102 includes one or more conventional processors in a 
processor core 723, and a suteUe amount of addressable memory 700, prelerab^ on ^ 
ice provider computer 102 may be imrjlemented wrfta* trt^ 
sors, or ether more powerful computer, such a^ 

processors. The service provider computer 102 executes a conventional operatir^ system 721. such as WirxicvreNT^ 
from Microsoft Corp.. or one of various UNIX-based operating systems, such as Sun Microsystems ' Solaris 2.5. The 
service provider computer 102 further includes a network communication protocol layer 719 that implements the nec- 
essary TCP-IP communication functions for conriectirtg to to r^ 
In accordance with the present invention, to service provito 
portents and database structures useful for rnareg^ the software upc^ interact and 
the software veridor ainriputers 1^ 

a payment modute 70^, database rn^ a update database 709, a user profBe database 711, a report- 

ing tools module 713. a URL monitor module 715. an advertisingfinformation database 71 7. arid an activity log 718. The 
upo^ database 70S is described here; me rernairiing components are described further below. 

Update Patebasa 

The update database 709 maintains intonnatioii identifying a large riumber of software products, information about 
the software updates that are ava2^ products, informa- 

tion tor jderrtrfyrng software products installed on a dtent computer 101, and for uniquely distinguishing the versions and 
names of installed software products. 

In one errbocfiment the update database 7TO does rwt itself store to software u^ 
tion, such as URLs, that allows the service provider computer 102 or the cfient computers 101 to directly access the 
software updates from to software vento This irtplemenlation is chosen for several reasons. The sys- 

tem 100 is designed to provide software upottes tor iBjge numbers of software pr^ 
perhaps thousands of products, mthissitoatw extremety 

evantfaes. Further, by not storing me software updates themselves, but onfy links to the software vendee computers 
103, the service provider does not have to make sure that the software updates themselves are always current but 
need only maintain the Gnk irformaticm, which software updates 

are stored in the updated d at abas e 709. This irnplemenation is useful, for example, to tarifitete synchronization of 
updates of the database 709 rtseH with the releases of new software update 
that the entries In the database 709 are oonsistemwim to currem releases 
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Finally, the update database 709 may ateo store information deserving an inslaflatpn ^yocess tor installing a soft- 
ware update. This in formation may include particular configuration. fDe formal or other data useful to performing the 
installation of the sottwar update the cfient computer 101. This Infcrrnation. If present may be provided to the client 
computer 101 to use during the installation of the software update. 

The update database 709 may be irT^emented in a variety of vways. Referring now to Figure 8 flier e is shown one 
irrplementation of the update database 709. illustrated as a schema for a relational database. In this erribodirnent, the 
update database 709 includes 4 tables: a method table 801 . a product locator table 803, an product table 605, and an 
update table 807. Figure 9 Blustrates a flowchart of the process of ana^ 
the update database 709. 

The method table 801 maintains information identifying various methods of analyzing a cfient computer 101 to 
determine which software products are irtstaDedmere^ includes scan methods 811 andparam- 

eters812. The various scan methods 812 are designedtoocm the variety of 
that may identify fte installed r^^ 

NT operating system, there is provided a Registry which is designed to maintain indicia of installed software products. 
The Registry includes varirjtB^rnethods that can be called to return information about the software products identified 
therein. Some of these methods are teed in the scan inetho* 811. The param 
rnethods. for example, iotatifymg specifc 

While compiance with the Windows95 standard requires that a software vendor £ installation procedure should 
update the Registry, not all software vendors corr^. In this case, irrfo^ 

is also maintained in the config.sys. systemJni, and the autoexec.bat ffles. Abo* a cGent computer 101 may be using 
Microsoft Corp.* MS-DOS or Windows 3.1 operating systems, which do not use the Registry. Accordingly, the scan 
methods 811 include methods for reviewing these system files art ^ 

Each of the scan methods 812 return indicia of the installed rjroducts in the form of a number of strings, here 
scanjstring.Eachscan_strto 

not uniquely iden% a product For this reason, the scan_string is reserved by the product locator table 803. 

The product locator table 603 asscoates indrvidua) scan^ 
deterrnining a version number or release number, and one or more constraints 814. The constraint is a rule that 
uniquely identifies the prcriuct 

scarustrings. Constraints include specific cfirectories that include the product additional entries in the system configu- 
ration We, the Registry or the Bfca If the specified Informations these various lor^ 
then the product name asso c ia ted with tta cq^straim is tte 

m nt, the constraint 814 is an exec ut able procedure that retrieves information in these various locations, and deter- 
mines from this information whether the product name is a match with the scanstring, accorc&ng to whether the 
specified details of the constraint are found in the cfiem cornputer 101. 

Sirv^ some the iristalled software pro^ versfon. rt is not necessary to ur^date all 

software products installed the diert computer 101. Rather, from the list of instaledsc^ 
ysis (205. Figure 2) deterrnines tor which of these software producte is there 

update is appOcable to a client coinputer 101 if version of the software update is more recent than the version of the 
installed software product 

Since not all of the software rjroducts installed on a client computer 101 need to be updated, the determination of 
the applicable software updates is usefully made wim the podu^ 

name 815 and a particular release 818 with an update ID 81 9 identifying a software update for that version of the prod- 
uct Trie new version rturrta 820 s 

specified by the urjdate ID 819 to number. The latest 

field 821 specifies (WN) whether applying the software update would bring the product to fts most up-to-date version. 

Finally, the update table 807 stores the i rrtormation necessary for performing the software update itseff. This table 
is usefully keyed by the update ID B19. to each update, there is provided a URL list 823 which contains URLs tor the 
various sites thm store the actual bir^ 

103, arripotentiaJry mirror URL fist 823 is cc*nprised of a number of URL entries, each URL entry having a 

URL andat'mestanpofthelasttime the URL was validated, and Hag incficating whether fte URL is vafid. This allows 
the URL monitor 715 to ensure that current URL information is maintained in the database. 
The cunem cost 824 of the software update is a^ 

Update. 

The format 825 speeffies the fBe form 
needed to install the software update files. In one embodiment there are six formats and accompanying installation pro- 
cedures: 
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Table 1 



Format 


Installation Procedure 




1) Unzip fDe with unzipexe 

2) Run instaB.exe 




1) Unzip file with unzipexe 

2) Run setup.exe 


self-extracting archive 


1) Execute file to extract 

2) Run instaB.exe 


setf-extracting archive 

** 


1) Execute file to extract 

2) Run setup, axe 


fiaexe 


1) Execute file tor sett extraction and installation. 


unknown 


1) use script information to perform installation. 



With respect to unknown or custom tormats. to 
torn installation program that is proridedeitrter by the software 
tioa the script 826 also stores inform 
ami-virus programs, or other conffic&ngprografrs during tto 

The description 827 field stores data associated with a description of the 
product features. The description is preferably a URL to a ffle on the sofhro vert^ 
tains the description intormatraa Again, the actual text n 
mation is avafobte on the network 106. 

The update database 709 has been deserted as a set of taWee. Alternatively, the update database 709 may be 
inplernented in an object oriented framework wife each 
and methods of the class. The class type is trien usefully defiriedty 

Client Computer 

Referring now to Figure 9, there is shown an iflustration of the hardware and software architecture of a cfient com- 
puter 101. A client computer 101 is of conventional design, and if^ 
900, and other conventional features (rut fflustrate^ 
irtertaca The (fisplay is of convert 

various applications, such as illustrated in Figures Ml The inpuVoutput ports support input devices, such as a key- 
boaid. mouse, and the fte, for inputting commands and oata. The r^ 

toed 916 provide access to remotely situated mass storage devices, along with access to the Internet with a TCP- IP 
type collection, or to other netwo^ LAN. MAN or the Eke. 

In the preferred emtxxfiment the cfient computer 101 may be implemented on a Intel-based computer operating 
under Microsoft Windows 3.1 or Windows95 operating system 917. or equivalent devices, The client computer 101 
includes some number of config ui alion files 915. such as the Windows95 Registry the systerairti. conhg.sys and other 
ffles. 

The dient computer 101 further has installed thereon software products in the form of applications 912. operating 
system uWes 913, and device drivers 914, and tte 
updated by the service provider comp ute r 102. 

In accordance with the present invention, the cfient computer 101 executes the cfient application 104 to memory 
900. The client application 104 is comprised of a nurrtoer of executaHe (xxJe 
seairitynxxluJe901.aa>rT¥n^ 

and news module 906, a system analyzer 907. a recovery module 908, an install monitor 910, and data defining the 
current state 911 of the application. The client application 104 further mavita^ 

agearchiv ffles 909 that archive th state of the client computer 101 prior to each update installation. The cfiema^ 
cation 104 may be provided to the cfient c»nputer 101 on a c»rrixiter rea^ media, such as a CD-ROM, diskette, 
6mm tape, or by electronic conw mni cation over the network 1 06. tor installation and execution thereon. 
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AraNsis of Install 

In the preferred enfcocfiment the analysis 204 is preferably performed by the cfient application 104 on the client 
computer 101. This reduces to networfc potentially urtrefiabflity of non-stateless remote 

procedure call inptefnentaUons by having the service provider computer 102 perform the analysis, ft further increases 
trtenimt>erofsirnuftarteoususersofth service provider computer 1 02. The analyze process is performed by the sys- 
tem analyzer 907 module of the client application 104. 

In this embodiment then, the cfient computer 101 stores a focal copy of the method table 601 and the product toca- 
tor table 803 and uses these local copies to perform the analysis. 

Referring now to Figure 10 there te shown to process of to system analyses 
puter 101 to determine the list of installed software products. 

The system analyzer 907 first synchronizes 1C»1 to m 
ert computer 101 wHh toe currem versions riefo by to 

in its entirety; this is likely to be faster than comparing individual entries and updating only those that are out of date. 
The synchronization may be r^ 

on to service provider computer 102. as indicated by stored tta^ 
provider computer 1 02 was updated 

Onceto tables are synchronized^ efficiency. The system 

analyzer 907 traverses the entire method table 801. and invokes 1003 each scan method 812 to search the Registry 
and configuration ffles 915 of the cfient computer 101. Each scan method 81 1 outputs a scanjstring, as described, 
specifying some software product installed on the client computer 101 . 

The system analyzer 907 applies (1005) each of to scanjGtrmgs to to product locator table 803. The product 
locator table 803 receives to scan_stnng ajxf resolves 1TO 7 to 

release instruction 816 associated with it In some cases, the scanjstring does not unkjuely identify a product name 
81 5. but matches several product names of installed software products. Accordingly, for each matching entry, the sys- 
tem ajialyzer 907 cfctairslO^ table 803, and resorves 1009 to cors^^ 
determto whether proo^ on tod is in fact to product listed in to entry. The constraint 81 4 of one 
of to entries wQI be satisfied and uriio^ely iden% to pnxfeirt rame 

Once to specffic entry with to correct product name is identified, to system analyzer 907 resolves 1011 to 
release instruction 816 tor the entry to obtain to release or version number of the installed software product The 
r lease irstnx^ 816 is preter^^ 

pr duct and thus not merely to actual data itself. Using an executable procedure here ensures that the obtained 
release or version number is actual value tor to product 

The resuft obtained by to system analyzer 907 from to prcxluct locals 
ware products on to dient computer 101. each product identified by narrteard 

lyzer 907 uses this list to query to service provider computer 102 to determine 205 for which of these products there 
is an applicable update. 

For each installed product (1 002) the system analyzer 907 queries the service provider computer 1 02 to resolve 
1004 to name 815 arxl release nurrfcer^ for to product 

Triisrriay be o^ by passing m to ento 
puter 102. In either cases, to service provider axn^ 

prodiictr^ corr^ng toproAict name 815 and release irriDrrnation 818 to the product table 805, and obtaining the 
information in to latest update field 821. If there is an update available, in that the release information in the table irxfi- 
cates a version later than the version that is instated on the client computer 101, then the service provider computer 
102 retjms 1006 a riandJe to update ID 819 to the system analyzer 907. If to release of the software product irstafled 
on the client computer 101 is to most recent version, then to service provider computer 1 02 checks to next entry. 
TWs process continues until aO of to installed software prodiictsaje checks 

Selection of Software Updates 

Once aD of to tnstaB ed software producte rtaw been reviewed agai^ 
907 will have a fist 1007 of to applicable software tjxiaftes, as tose products for 
from to service pnwider computer 
pJary user interlace is described above with respect to Figure 4. 

The system analyzer 907 can furtor display 207 aotftiontf 
^ e 5, by querying th sentorjrovidera>mputer 102 with th iipdatelD819of aparicularpro^ 
update ID 81 9 on to update table 807 arriretuin informal 
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InstaDalion of Prfo™^ ' ftvfefles and the Install Monitor 

The user selects on or more of th listsoftwar updates. For each selected update, system analyzer 907 returns 
the update ID 819 to the service provider cornputer 102. The service provife 

against the update table 807 to obtain the recoid tor this update, including the URL fist 823 identifying the location of 
the reliant update ties. This recoid is returned to the client computer 101. Th diem computer 101 accesses the iden- 
tfied URUs) and downloads the softwm 

loads may be from mirror sites, or the Oka The diertt computer 101 further downloads (from the received URLs) any 
additional installation ffles, such as installation executables. and scripts. The cfient computer 101 also vertfies that the 
software update files are not corrupted. 

In a preferred errtoodlrnent, the client computer 101 emptoys its security module 901 to verffy the integrity of the 
ffles to make sure that they have rwt been corrupted. 

The software update is then installed 212 by th^cfiert application 104^ 
825 to determine the particular installation process, and the scr^ 
information. * 

Installation 212 is monitored by the install monitor 910, which is executed prior to the actual installation. The install 
monitor 910ofr^eflts the s prior to tostaflattonaiid the change the instal- 

lation of a software update. The install monitor 910 operates in the bad^round, and intercepts caDs to the fBe system 
or other operating system caBs that might result in changes to any ffles in the client computer 101. Depending on the 
specific call, the install monitor 910 takes acbm to preserve the state of the fl^ 

Figure 11 illustrates a flowchart of the operation of the install monitor 910. The install monitor 910 receives operat- 
ing system calls and messages from the cfient appficafion 104. On trapping 1 101 an operating system call, the install 
monitor 910 determines 1 103 tte 

directory, calls 1 107 that change an existirigffleby writing to it and calls 11 09 to 

or directory is to deleted, the in^ 1113acopyof trie existing fBe or directory to a private area 

of the client computer^ 101 hard disk or other storage device. The install rnonrtor 910 then lets the operating system 
91 7 delete the file or Directory, and waits for the next call. When a file is to be changed 1 1 07, the install monitor 91 0 
determines 1115 whether this is the first wrrte to the ffla Hsa then ag^ 

the private area If the fie has been already changed during the installation, there is no need to copy it again. These 
copy operations 111% 1119 preserve the configuration of the cOem cornputer 101 prior to the installation. Finally, if a 
new file or directory is to be added 1 109, the install moriitor 910 stores 1m 

This alows the new ffle or directory to be later deleted during an undo of the installation. For ail other types 1111 of 
operating system calls, the install rremtor 910 passes them throu^ 

The install monitor 91 0 waits for installation process 21 2 to complete, preferably indicated by a message from the 
client application 104. At this point the complete prior configuration of the cfient computer 101 is known from the copied 
files and pathname information. These files and information are compressed 1 1 21 into an archive fie 909 and saved 
on the cfient computer 101, along with irrfoirnation identifying the software product installation to which ft belongs. This 
identifying information allows the recovery module 908 to retrieve the archived information and restore the configuration 
of the dient computer 101. 

Other Servra Provide 

Referring again to Figure 7. the remaining modules of the service provider cornputer 102 are now explained. 

GprnrtTunjcaflorj 

The corrwnunications rm>oule 703 provides tor the e^ 
ttons between the service provider conputer 102 and either the so 

101. Thecwiminjcatens module 703 supports the FTP and HTTP protocols for sending and receiving data over the 
Internet and the World Wide Web. The oornroinicaiions module 703 generally maintains and establishes separate 
streams tor each connection it maintains. Preferably, the service provider computer 102 supports a large number of 
connections, possibly several rnindredorlriousands, atatime. In the event the customer base is so large that an even 
larger number of simuftaneous connections may be required, multiple servers with mirror images of the update data- 
base 709 may be used. The cornrroiracations module 703 also handles login and logout in a converrfonal manner, 
though these functions may be iricorporated into the security module 701, below. 

Security 

The securfty module 701 handles the authentication of the user as an authorized user ol the setv^ 
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puter 102. The security module 701 maybeinylernertedwrftccjive^ 

Hal signatures, such as public key systems supporting cfigftaJ signatures, certaicates and the tike. Suitable security 
mechanisms include VeriSgn Inc^Digtel ID Center, which incorporates the login and logout functions from the com- 
munications module 703. 

Additionally, the security module 701 provides tor verification of the integrity of software updates that are down- 
loaded from software vendor cornputers 1W thai such updates have not been altered or infected by computer 
viruses or other unauthorized modSications. This module may be used, for example, to compute a checksum of the 
updates and the checksum may be stored in the update database 709. Tte 
tograprocally secure one such as ariy the Message Digest (MD)a^ 

commonly avaBabte in programming API's such as Microsoft's Cryptographic API standard. Whenever an update is 
later dowrtloaded to a cfient computer thechecksumof the update may be 

computed and ccfrpared against the ere stored in the update database 709. If me two rratc^ ft may reasoriatty be 
inferred that the software update was downloaded to the client computer 1 01 correctly. The security module 701 may 
also be used to scan tor viruses in the software updates stored on the various sc« 103. 

Payment 

The paymem module 705 

ware updates. The service provider cornputer 102 maintains a database of its users. This d a tabase may be the user 
profSe database 71 1 or other d at abases. Each user is charged a service fee for using the service provider computer 
102 to download software updates. The fee mey be basedwi a variety tf^ 

number of software updates purchased, annual or monthly subscription fee, or a cornbination of any of these or other 

pricing formulas. However charged, the payment module 705 tracks the user usage of the service, tor example, total 

the connection time, and maintains a count of the number of software updates downloaded, unt3 the user fogs out of 

the service provider cornputer 102. Payrnem is ttten charged to tte 

the user Airing registration. Suitable irrplemerta^ 

the Secure Electronic Transaction specification of Mastercard and Visa. 

A userfc subscription to the service rnay to 
an algorithm to enforce term subscrpttonisasfoUows: 

The user logs in from the client cornputer 101 to the service provider computer 102. The payment module 705 
determines if the user* account is current, and if so* accepts the connection to the dent computer 101. If the user* 
account is about to expire, for example, within 30 days, or has expired, the payment module 705 prompts the user to 
renew the subscription. If the user agrees, the subscription fee is charged 
necfon to the client cornputer 1 01 is established. aBowirigtrm user to use me serv^ 
to renew, the cormection is refused. 

Fees may also be charged on a pertransactxxi basis, to this 
actions. Once example of an aJgorthm to enforce peMransaction fees ^ 

The client application 104 requests, for a software product to be update 
provider computer 102. The pavmertmcdule 705 detenrtines from 

action, and returns this information, along with a permission, to the client application 104. The client application 104 Dis- 
plays the fee to the user, who either confirms the transaction or cancels the software update. If the transaction is 
cc*rfirmed,thec5ema installatw prccess. Trie payment mcdJe 705 is not^ed if the trans- 

action ard irctaflatwi is successful, an^ session. 
When the user ^s session is complete, the running total of transaction tees is charged to the userfc credit card, and the 
charges provided to trtecfie^ 

In cases where an update is going to be undone by the recovery module 908. the transaction fees shoUd to be 
cr effledbacktothe userWedft card excount Here, to 

102 tf^ a software update is to be urxJ^ 819 of the software update The payment module 

705 uses the update ID 819 to detenrine the transaction fee (cost 

thecfiertapriication IMandclsplayedtotheuser. The software update is rernoved by trie 

the payment module 705 b notified of the successful removal. The payment module 705 then subtracts the transaction 

fee from any current running total of fees. At the close the sesswtte 

the user* credit card account, as appropriate. 

Database Modification 

The d ata base modification tools 707 provide for the maintenance and updating of the update rfatah?*» 709 to 
incfod newsoftwar updates from various software veridtors, T>» tools 707 prc^ for the adoption of new entries, and 
the deletion or attematron of existing entries in any of th tables of the update database 709. 
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Of the various tables, the update table 807. which contains tte inform^ current updates forth soft- 

ware pioducte, and ttepnxi^ 
therrcslfreo^ienttynxxfified 

As new software updates become araTable, eitrter me servk* p 
base modification toots 707 to update the databasa This is preferably done by completing forms that capture the infor- 
mation used in the tables of the databasa Figure 1 3 illustrates a sample form tor specifying new update information, or 
changing existing update information. The form 1300 includes fields for providing the remark 1301 used in describing 
theupdataaURLl303torthe information on the software upo^ 

affected by the update, the type of update 1309, known incorrpattoiSties 1311, fmers for tocatirig prior versions of the 

software product to be updated based on version information 1313, date information 1315, and Registry information 

1317 (for identifying the software product in the Registry «es of the 91 S of th^ 

format 1321 of the update Is specified atong with a URL 1319 forthe network location of sof^^ 

the installation procedures 1 323 are specified for use in an installation script 826. This information readily processed in 

aa>nveritionaJmartr^and 

In order to be supported by the update service of the service provider, software products and the updates to the 
software products have to be registered in the update database 709. 

Registering a software product has the goal of specHyirtg suffiaem inform 
if me product has been insta^^ 

product into the update database 709 for the first time. The registration form 1700 contains fields tor the software 
vendor* company name 1701, softwaieproo^nair»1703.produrt 

product on the client computer 101. a unique fBe name 1707w character string identifying the product methods 1709 
for verifying version information, ffledaftes 1711, and cf^^ 

The product type 1 705 <^ be a 
another product such as an Internet rjrowseO or an operating system ffla 

Tlromethod 1707 to identify the software product^ 
the location of the fie name or string 
is specified in the Registry location 

WKEYJXK^JvVOflN In ^ ^ & ^ 

driver is found in this Registry Iccato. A software product cotiMato 
names. As noted, in some instances, product names are not unique. 

The version of the software rjroduct that is instated on a dent computer 101 may be obtained in one of several 
ways. It may fje me version ntirr^ Reg _ 
istry. The information provided in the registration form is processed after subntisston and added to the approp ria te 
tables of the update database 709. 

Software updates may be identif ied for inclusion in the update database 709 by the service provider periodically 
searching the Internet to identify software vendors provicfing updates of software products. Most software vendors will 
maintain fctternet sites that indicate the presence of new software updates. For each identified software vendor, the 
service rjrovider downloads ttw software updates to trm updates dat^^ 

determined, and an installation process specified according to the fie format of the software update. Finally, the service 
provider creates an entry in the update database 7W foclutfr^ to URL or ne 

computer system 103 storing the software update, the fffle format of the software update, and a specffication of the 
installation process. 

Atterrtatrvery. software veraforsw^ information about their soft- 

wareprotots and software updates, ag. name, ffle format, and so forth, directly to the service provider, or to the 
update database 709. 

However provided to the update database 709, registering an update consists of specifying the properties of the 
software update arid trm software products ar^ 
of me software update preferably tndu^^ 

the product, the format 825 of the software update -aripffie, self-extracting archive, and the like, and the installation 
steps (script 826) required to install the software update on the client computer 1 01 . The product versions to which the 
software iipo^ is aprjficable are cpecffi earfier in this section. Also, a URL 

to a brief description a«l a foB otecripti^ 
preferably included, or the information may be directly stored. 

As each new update becomes avaiabte. a riew update enty is created. 

Either the software vendor or the service provider specifies the product and the software update database entries 
in conformance with the properties of the software update 
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User Froffig nptnhgcry 

The user profit database 71 1 maintains a proffl tor each user containing inform a tion about which products the 
user has shown an interest for example by requesting n o tificati on about software updates for specific products, or 
about new software products. This in form ati on is then used to deliver n o ti fi c a t io ns about new updates available for 
these products to the user, to exampte 

of the service provider computer 102 further enhances the value of the service to the 
of the availabffity of software updates and new software products. 

In this regard, one alternate emboduiwf it of the present invention is the use of email to notify users about new soft- 
ware update irtformatioa and new software products tor which the user has expressed an interest Specif caOy. when a 
new software update or software product is arailabJe; trie service provider c 

who have requested notification by emafl. The emaa contains intor inaliu n about the software update, and may include 
the record from the update table 807 about the software update, inducting the URL data 823 used to access the soft- 
ware update files. The diert application 1 04 woukl then read the iipdme inters 
is indeed applicable to the client ct>rrpiJteMOl ( aTKj that the 
If the software updates are approved by the user, the diem appftation 104 cto 

integrity, and installs the software 102, and 

analyze 204 the software products installed on the diert compute 

products in which the user had expressed interest, the cfiertt application IMwould ven^ that the user is sb^ irtterested 
in the software product and proceed to purchase, download and install it 

As a further enhancement of the eHmall noffication embodiment the ema3 sent by the service provider cornputer 
102irKludesaspecifkatkxiof must satisfy for the software update cvsoftwa^ 

tobeinstaUedTrti8intorrra^ application 104 to determine the rel- 

evant software updates for the dient corrputer 1 01 . For example, this irrformation includes, for a software update, the 
older versions of the software product to which it is appficabte. This adcffiionaJ information in the email notffication is 
used by the client application 104. tor example, to ensure that the software update is used only onceby the user, and 
can be repeatedly applied. 

The user profie database 711 generally stores i nformation (tescnptrve of each user. This Inform 
the user ID, password, <figfe*l signature, credited nmtoers arid the to, for use by tto 

703. artdpaymerit 705 modules In a user 

table 1400, each user is identified by user ID 1401, name 1403. email address 1405, the start date 1407 of the* sub- 
scription to the service; tie end or terrnination date 1409 of me subscription, credit card iu fon na lfoti 1411 such as 
number, issuer and expiration date, a user selected passwoid 1413, and a public key 1415 or other authentication 
token. As ibstrated m Figure 3, the user has the option 309 of requesting n oti fi cation by emaJ3 of such software 
updates. The user table 1 400 thus also includes a flag 141 6 indicating whether the user so desires to be notffied by 
email. The user table 1400 is keyed by the user ID 1401 to a notification table 1417 that nresMiatfts the user with 
selected product names 1419 and their current version 1421. Vtmen a software vendor or toes 
the update database 709 with information tor a new software update, the notf ication table 141 7 may be scanned to 
identify those users by user ID 1401 to notify about the update. The emafl flag 1416 for a user is checked, and true, 
the user Is email address 1405 is cttaM from toe user tabte14W 
tifying the new software update. 

Activity Lop 

The service provider computer 102 may be used to log all activities it performs with respect to the service in the 
activity log 7ia Of particular irrterest are the activities the corr^ 
updates and the like. An itustratrve format tor the activity log 71 8 is shown in Table 2. 
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Table 2 







Activity Log 718 


Transaction Id 


Activity Type 


Date-Time 


User Id 


Parameters 


Response 


O00O0O01 


Login 


031296 
093540 


20198312 


password 


Success 




GetMethods DB 


031296 
093606 


20198312 


last version 


Methods DB or Up-to- 
date 


00000003 


GetProducts Locator 
DB 


031296 
093649 


20198312 


last version 


Products-Locator DB 
or Up-to-date 


00000004 


Query Product OB 


031296 
093723 


20198312 


Sound BtasterlG. 2.0 


sb-202 




Query Product DB 


031296 
093727 


20198312 


Myst 1.0 


Up-to-date 




GetUpdate Entry 


031296 
093751 


20198312 


8616-2.02 


Update Entry 


00000006 


Download Done 


031296 
093807 


20198312 


Sb1 6-2.02 


Success 


00000007 


Installed Ufcxtate 


031296 
094532 


20198312 


6D16-&02 


Success 


00000008 


Logout 


031296 
094730 


20198312 




Success 



In this example, the user logged in on March 12, 1996 at 0935:40 am., synchronized their method table 801 and 
product locator tabte 803. queried it software updates for SoundBJaster16 2.0 and Myst 1 .0 newer than these products 
last version were available. The responses indicate that Myst 1.0 was update to date, but the current version of 
SoundBlaster^ was version 202. The user then obtained the update entry tor the new version ot SoundBtastert6 
descnbing the software update, downloaded to software u^ 

Activity types not represented in the erarrpte above indude Urido 
tering tor service, and registering tar notification lor updates to specfe 

In this example, the activities of a single user are represented in the activity log. In an actual system, the activities 
of several different users wouW be interspersed in the activity tog. 

Pepping Top's 

The reporting tools m provide support for 
the actMty log 7iaTrmo^esrnay be about the correlation between the 

types of software updates accessed by various useis. art about aggregate 711 and the 

activity log 718 together r^ 

For example, statistical information may be retrieved indicating the number of users of one product, such as 

SoumiBlaster16. who also own a second pra 

out necessarty violating the privacy of the mdhndual users. 

URL Monitor 

The URL monitor 715 oompilesthe list of URU in the upo^ database 709 ardverffe 
they have changed. This is done to ensiire that the URL tnfomatm 12 
ntustrates a flowchart of the URL monitor 715. The URL rnontto^ 1201 each entry in the update table 807 
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This may be don simply tn serial Oder, or by more convex approaches, such as oldest entries first or some other 
tashton. For each entry, the URL monitor 715 obtains 1203 the URL entries in the URL fist 823. each entry as noted 
above having a timestarnp. The URL m 
file via the Internet. 

The attempted link may tea, ejid may be repeated sotro 
absert a otherwise incorrect a^ 

mined 1207 that the URL is not present the URL is marked 1 209 in the update table 807 as being invalid 

Nthe URL is present then the times^ 
of the fOe associated with the URUorthetirnestarrpottheffieth^ 
tamp at the host is newer than the timestampheU in the update table 807, t^ 

been changed, and the URL is no longer valid. Again, the URL is marked 1209 as being invalid, rf the timestamp of the 

host is not newer, then the URL morttor 715 corttmues with the nesd URL in the URL list 823. Once aD of the URLs in 

the update table 807 (or the desired number of oti ones) rra been processed, thtmt 

the system admirUsftator of the potent^ 

them if necessary, resetting the vaSd flag as the URLs are updated 

Advertising ft Irtformapon Database 

The access that the service provider computer 102 has to the software proWe of the client computers 101 lends 
itself to sending mtormatiorv advertisements, and other pr 
user, based on the software installed on the user * computer Basing irrforr^ 

ucts increases the safiency of the irriormation since the user has already manifested an interest in the protects. Thus, 
advertising or promotional information that is derived from or associated with such software products is most Bkehy to 
be of interest tothe user. The service provider con^uter 102 
and enables this advertising information to be pertocficaJry delivered to the user. 

Furthermore, the nature of downtoacfing and installing software updates is inherently time-a>nsuming; the risks that 
users perceive in updating usually woukl mean that they woukl seldom perform 
These tartorsgeate an cyportunfr 

moments when the user runs the dent application 104 to update their software, at which tirrie triey are present at their 

c ompute r but not engaged in other activitiea TTie arfvferfcem 

(upgrades) that the user may be able to pun*iase from the service provider ^ 

information Airing the update process 212 is on the <£em computer 101 by the a^ 

The advertising and irrtorrratiM 
motio nal in formation. This association may be made in a number of different ways. One mechanism of association is 
categorizing software products and advertjsermnt& Figure 15 Btustrates an e^ 
information database 71 7 for associating advertising information and software products. 

The ad table 1500 includes tor eachadvertisementanadruirrt>er 1501, a URL 1503 to the advertisement or infor- 
mation item, and a Est 1505 of categories tor the advertisement such as "word processing/ 'desktop publishing.- 
•graphics,- "adventure games,' •corrmnunications,- "Intemer and the like. An advertisement or information item may 
have any number or variety of categories associated with it The product-category table 1507 lists products names 
151 1 , product IDs 1509. and again, a fist 1513 of categories for the product 

If a user has requested updates to a specific installed product then presumably the user would be interested in 
advertisements or information tor other products that are categorized in the same categories as the installed product 
Fbrejon^rftrmuserrerpiestsanupdatetoan 

the product name 1511 in the product-category table 1507. and the categories 1513 tor rt such as ^mtera(^ game," 
are retrieved. The categories 1505 in the category fist 1505 of the ad table 1500 are matched against this category, end 
1 503 tor matching entries retri eved and accessed, with the information bei ng delivered to the user byttecfi- 
eritappficaaionW. The in form Airing the installation process 

208-214. If there are many matches, ttien a waging rnay be applied 
certain percentage, or number, of categories of the irisiailedp 

schema of Figure 15 is merely fllustrative, and irrylernerttations other categorization may be used to associate adver- 
tising information with software products for delivery to usem 

qient Application Software Architectiim 

Referring again to Rgur 9, the remaning modules of the appficatwn 104 e/e rww explained. 
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.ConrwRgtieSflo 

The commutations module 903 provides cornptementary functions to the cxxnmumcations module 703 of 1h 
service provider computer 102, inciucfing establishing and terminating connection streams, login and logout functions, 
FTP functions, and HTTP protocol compliance. An of these functions may irrplemented in a conventional manner. 

Security 

The security module 901 provides an interface to the security rrvdide 701 c4 to 
aiithentication of the user password, cBgitaJ signatures, certfficates, or the like. User passwords or other aumentkation 
i nformation s may store the authentication 

iritomwtion, or the user may be required logia 

Payment 

** 

The payment rnodule 906 provides an irttertace to the payment module 705 of the service provider computer 1 02 
to effect pa)™** <* the update service Payrnem schedules may v^ 
is made by credh card autfiorizatm 
periodic fees, or the like, the payment nxxfuJe may be ht^ 

The registration module 904 is used to register new users to the service provider computer 102. A sample user 
interface for the registration module 904 is shown in Figure 3. 

Thereyisliatiui module 904 obtained the user's name, address, credit card information, and a user-selected pass- 
word. The password is entered by the user twice and the two entries matched to ensure that the user did not mistype 
the password unintentic^ry.Th« module 904 also 

sends this informal 

number assigned to the user and the ramiber to retorned to the cfiert 104. where the registration module 

904 displays the number to the user, and stores the number internally in the current state 91 1 data. 

Advertising & Naws 

The advertising and news module 906 provides aistornized information to each user of the service based on their 
prior interests in various software products and updates, as monftored and stored in the user profile fatahac^ The 
advertising and news rroMe 9W irrterfaces wim the advert^ 10210 
deliver advertising and pronxrional irrfonre 
ter 101. 

The advertising and news module 906 provides Monrnaficfi in vario^ 
ing and news module 906 obtains ads from the adrertisingo^ 

era) hours, accorrjng to the installed software products on the dient computer 101. as described above, and caches 
them locally. If an ad (here including other types of information or promotional data) is already present in the cache, it 
is marked as new, otherwise, the URL of the ad (as determined farm fh« database 717) is accessed, and the ad arved 
in the cached. Ads not marked as new are purged. 

In a second, cornptementary rncde, the advertising arid news m^ 
plays them to the user for a predetermine 
lation process described above, or dunng an undo operation by tto 

Current State 

The current slate 911 is a data store of date describing the present operaftm including 
for example, user specific information, such as name, address, credit card number, registration or serial number, and 
which updates have been downloaded and which have been installed. The registration number is used each time the 
user togs to to the service provider cornputer 101 . The information about which updates have been downloaded and 
installed is used to provide the unto capability erf the recover 

Recovery 

The recovery module 908 provides tor undoing, or de-installing previously instated software updates using the 
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archive ties 909. 

^Recovery is an actnn inHiated by tto 

effects of a softwar update previously installed ar reversed The abifity of th recovery module 908 to perform the 
recovery is based on the presence oi the archive ties 909 aeated by the install rr^ 

was first installed The archive fSes 909 contain a copy of each ffle which was deleted or modified during Installation 
along wimteoritfnal pathname 

erabiy kept in a compressed format tor space efficiency. Generally, given a specffic software update to remove, the 
recovery module 908 reads the archive fite 909 associated wHhth^ 
ties to their directories, and deletes the added ties or cfrectoriea 

Figure 16 atustrates one embodiment of the operation of the recovery module 90a The recovery module 908 
receives, as shown in Figure 6. an input of the name c4 the software update 
the current state information 91 1 wim the particular aiofctofne9u^ 
1601 eJJ executing applcatfonSwLte^ 

908 obtains the archive fie 909 associated wrfr trm update, arrt u 1602 ft. For each file that is stored in 

the archive in compressed form, representing a f3e thai trm was deleted.^ 
to its original location in the cfient corrputer 101. to each flew 
ul 908 deletes 1604 that fie or dfrec^ 

In summary, the present invention enables a useful mechanism 
from diverse software vendors to a plurality erf users, each user hav^ 
m their corrputers. The system of the preset 
verified for correctness, white alleviating both userear^ 
each. The system enables any software vender to provide sorftwueifxtate 
scribing users have tto software up^^ 

about software updates for all of the software products installed on their computers, without having to incSviduaOy 
search oirt information tor each bijc^ 

tion to be targeted to users based on their interests and preferences and expressed in the software products installed 
on their computers. 

Claims 

1- A computer implemented r 

of software vendors to a toast one user computer, cutipls u i g : 

maintaining a database of inforrratfon about software updates 

ity of software vendor* the formation including for each software update a network location of a computer 

system storing the software update: 

ctownloadingatteastaportfonrtt 

determining on the user computer trie software upottes that are re^ 
software products installed on the user computer, 

receiving a user selection of at least one appficabte software update to install; 

downloading a selected software update from the network location specified in the database; and. 

installing the downloaded software update on the user computer. 

2. Thecorrputertoplerrteritrt 

the database inductes for each software upd^ 
ware update on the user computer; and, 

installing the software updates includes instalfing the software update according to the installation process 
specified for the software ifidatn m ttw database 

3. The computer imptemwOud method of claim 1 or 2. wherein the installation process is spec^ 
a file format of the software update. 

4. The computer inrplemented rriethod 

presiding on each coripu^ 
activating the dent application to: 

connect the user computer to the database; 
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automaticanydmmlo^ user computer 

automatically determine the software updates that are relevant to 
ware products installed on th user computer: 

receive said user selection of at least one applicable software updbte for installation; 

download said selected softwar update from the network location specif fed in th database: and, 

install the downloaded software update on the user computer. 

5. The method of one of the preceoSrigdainre 

receiving from a software vendor information descrtoing a software update of a software product, inciwfing a 
file format of the software update, a network location of the computer system storing the software update, and 
an installation process for installing the software update; and, 
creating an entry in the database storing the received information. 

6. The method of claim 5* wherein installing the software update includes: 

determining from the database the He fomiaft of the software update; and, 
executing ftie specified instaKation prtxess on the oto 

7. The computer implemented method of one of the preceding claims further comprising: 

periodical^ searching toe trte 

8. Therr)e!hodofoneofclaims4- 7 wherein: 

the database includes for a plurality of software proo\cte ^ 
far the software products in association with a netwrjrktocation for the promotio nal ^ 
wherein the client application automatically: 

determines promotional information relevant to the user computer software products installed on the user 
computer; 

downloads to the user computer the relevant promotional information according to the network location 
associated with the such ii itm m ati oi l 

9. The method of one of the preceo^cto 
rfied in the database comprises: 

intermediating between a computer system controlled by the software vendor providing the software update 
and the user computer to erable trie user to pr^ software 
vendor. 

10. Themettodofoneoftheprecerf 
rfied in the database comprises: 

verifying that the otomloeded software upoa^ 

11. The method of one of the preceding claims, wherein installing a software update comprises: 

rnonitormganycfrangesrnaoetothe 

tor each crartg^ to the user cxmpu^ 

making the changes to install the software update; and. 

archiving the stored data as relating to the software update 

12. The method of daim 11, further 

receiving a user selection of an irelaJled software updat to be removed from th user computer; 
retrieving archive Was a ssoca te d with the installed software update; 

restoring from th stored data of the arct^fBes me user soft- 
wareupdat by urxloing the changes described in the stored data 
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1 a. The method done of the preceding claims, wherein ir^lin© the downloaded scftwar update corifinses: 

determmmg whether a ffle existing in the user computer is lobe deleted or altered, or a new ffled added to the 
user computet; 

responsive to a file being deleted, saving a copy of the file and then deleting th fa ; 

responsive to aJtering Me ttat has rxrt been prev^ saving a copy of the ffle, and then atteringthe 

file; 

responsrvetoanew^ 
adding the ffle; and, 

archiving the copied ties and stored patrmarnes in at least rjnearttto^ 
software update, 

14b The method of one of the prececSng claims, further cornprising: 

rece^ng a user select of an installed software upctte to be remc^ from the user cwrpuier; 
retrieving archive ffles associated with the installed software update; 
deleting tfes added during installation according to stored pathnames in the archive files; and, 
restoring files deleted or altered during installation from the copied files. 

15. The method of one of the rjrecer^ 
computer comprises: 

Certifying each software 

determining a version of each InstaOed software product: 

identifying from the Database tho6e software upcfetes to Boftwareprorticfe having a version that 

is later than the version of the softoereproc^ installed onto user 

16. The method of claim 15, wherein identifying each software product comprises: 

uniquely ide* tlifyu v two software products having a same name, by using a constraint to distinguish between 
the software products. 

17. A computer implemented method of pro^ 

of software vendors to a least one user computer, comprising: 

maintaining a first database of information about software updates for a plurality of software products from a 

Ptamlrtyof software vendors, trie 

outer system storing the software update; 

maintain^ a seccf* 

identifying at least one software prooW of intere^ to the user; 
notifying at least one user by an e 

product of interest to the user, the electronic communication including a network location of the software 
upd ate : 

receiving from the user an approval to install the software update; 

downloading the approved software update from the network location specflied in the electronic communica- 
tion; and. 

installing th e downloaded software update on the user computer. 

18. A computer implemented method of providing software products from a plurality of software vendors to a least one 
user cornputer, comprising: m^ 

from a rJurality of software 
a computer system storing the software product; 
maintaining a second database of information for a 
identifying at least one software pratuct of interest to the user; 

ratifying at least on user by an electronic comn™^ product of interest to 

the user, the electrorttc c cr nn^ 

receiving from the user an approval to install th software product; 

ctowntoacfing the approved software product from me network location specified in the electronic comrnunica- 
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tion; and, 

installmg the downloaded user corrputer. 

13. A computer readable memory on a user corrputer including a corrputer program for configuring and controlling a 
processor of the user computer to: 

connect with a database of infonnation about software 

rality of software vendors, trie Information including for each software update a network location of a computer 

system storing the software update; 

autorrHticalrydowntaadatleestapo 

airtorratk^ty detennme the software updates that are applicable to the user corrputer according to software 

products installed on the user corrputer; 

receive a user selection of at least one applicable software upefcte 

download a selected software update from trmrwtwor*! 

install the downbabed software update on the user corrputer. 

20. The corrputer readable memory of claim 19, wherein: 

the database irx^es for each soltware up^ 
ware update on the user corrputer; and, 

the computer program stored on the conputer readable memory furthered 

ware update according to the installation process specified for the software update in the database. 

21. The corrputer readable memory claim 20, wherem the installation 
format of the software update. 

22. A corrputer implemented method of providing advertis i ny ii itui i nation to at least one user corrputer. oon pi i bin g: 

rrarrtair^actatab^ 

dors in association with a network location for the promotional information; 

determining promotional information relevant to a user corrputer accorcSng to software products installed on 
the user corrputer; 

downloading to the user corrputer the retevampromotioriaJi^^ 
dated with the such promotional information. 

23. A corrputer implemented method of removing an installed software update of a software product from a computer, 
comprising: 

monitoring any changes made to the computer during installation of the software update of the software prod- 
uct; 

for each change to the corrputer, storing o^descrptive of the change: 
archiving the stored data as relatirig to the software update; 
receiving a user selection of an installed software update to be removed 
retrieving archive files assocated with the installed software update; 
restoring from the stored data of the archrvefflestheccfTpu te t toastatep 
update by undoing the changes described in tr» stored data. 

24. Trie method of claim 23, wherein storii^o^descriptw 

determining whether a tile existing in the corrputer is to rje Me 
puter; 

responsive to a f Be being deleted, saving a copy of the fOe and then deleting the file; 

responsive to altering fOe that has not been previously altered, saving a copy of the tile, and then altering the 

file; 

reepcftsrvetoanewfiletoheaotied 
ing the file; and, 

archiving the stored data as relating to the software update comprises: 

archiving the copied files and stared pathnames in at least one archive file that is associated with the 
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installed software update. 
25. The computer implemented method of claim 23 or 24. wherein the step of restoring comprises: 

restoring files deleted or altered during installation from the copied flesstor^ 
28. Thecorrputer aT^emen^ 

deleting files added during installation according to stored pathnames in the retrieved archive f fles. 
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1121 

COMPRESSED SAVED 

COPIES AND 
INFORMATION INTO 
ARCHIVE FILE AND 
STORE 
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715 

URL 
MONITOR 



1201 

FOR EACH ENTRY IN THE 
UPDATE TABLE 



DONE*- 



1203 

GET URL ENTRIES IN 
URLUST 



1 



1205 

LINK TO URL 



1209 

MARK URL AS INVALID 



-NO. 



{ 



± 



1207 

URL PRESENT? 



YES 



1211 

URL HAS NEWER 
TIMESTAMP? 



) 
> 



1213 

NOTIFY SYS. ADMIN. OF 
INVALID URLS 




FIGURE 12 
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13 



RG.13A 



FIG.13B 



FIG.13C 



FIG.13D 



F16.13E 
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CyberMedia* \%*> 



Welcome fa the Oil Change Software Update Page! 



DESCRIBE THE TODA3E 

Pi— a • previa* m brtmf description of this apdsf: 

i 1-^ i sr./ 

Xt tvallibli, provide out Mb«r* addition*! lafoaMtloa 
ragarxiing tAis ppdaf tmnld bm tvmiltblw 

Ifhat is th» nnr nnlsn anater? 



■oat la too oat* fftmoa 
MUeft protfoot cfoaa tola ^rtttt arXaet? 

fir iw «t» JJj)Uacr — IUiOo gcotnet^ a«a*c*to jcwtaet T wit* a ea 

' UK (307 

OU Chango allow you to cnooao on* of four dif format updataa: 



A »e p1 > o aaaa t apdat* affacta • apodflc varaion already or too vc. 

A Onalatln Vpdatn ooo* not roqalro an •slating voraion on tba PC. 

A Point Dpdata inatalla coaponanta wltfcouc rtianglng tba ▼anion nuabar. 

An Thmrwnt al n » «*»ta only aodlfloa cartain portions of a apodfie Torsion. 



MbXcb typo of ppd ara 1m tola? 
|Raplo »ma<l»Ofa7a ^ 1 £ 0 <f 

PJw Hat any towm IncanpatlhiX itias 

M^j/ 



figure 13a 
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SPECIF? TOKNTHES VnkAIBB AHUGAHtt 

In ordor to vorify that too comet product/ voroion la updotod. Oil Cbone* provides 
* Mtiti of tUUra roc an is ooTohltoHng additional filo criteria, rf dkmmiv, 
you aoy ooloet om or aoro of thorn filtoro: 

nintr twrr f jnTTTtf 1> piym nwwilifil tjmi ■■ liw wiw— 

«BOt i» tOO OOPO of too fUs? 

■Men FOCTioB Aoould Oil ftiongo look rax-? 
|Sp» citc V to «an M 

If you ooloetod f nlflo varolas* 

oator votaion to bo ▼orifiad: i 1 
Zf you ooloetod Maltiplo TmrnLamm. 

ontor tho version boUcb: I ~ 

(tot Mlti»l« *-c*U_, attar »m^m ■■■li t ! MNNttf *y « can**, I.0J # i.oj, etc.; 

If you ooloetod DniioB Bongo, 

ontor Tvraiona la too ronoe rw J i ibi l 1 

Ot aMtd^ar for oil iOMgoii mmIom, attar nmni isttatoi <ft*i#j 



C CHECK StAXB OFnKKViaUSZ.TINTt»XUDEILK 



of rXIo _x>*l- 



Ifhoro in too fllo lo cotod? 
|ftooiOi>»ctay(C\) n 



which onto Bhonld Cdl cbonoo look far? 



Figure 13b 
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Zf you caoso a Spaolfio Pat*, 
•ator dat* h*r» *»***wl[Z—J 

Zf yon MUcttd Utwt D*t*> or Data Manga* apadfy th* raaga 
(iaclttaivo) t© ba fnm l H TfrJ I 

f to «mic* C*r doto actor t» tao T»t m— IQ 00/00/00 la tao || M ****>? 



Stkcttta vosoa you would 8 



Mhat J* tb» MaJexKaiy In ch* Jt*0l«t>y? 

|ngvjaASSESJ«Tr~~a ; So 




la too **g*stxy? 



Boat la tao ttBQlttxy SofcKay? 

I t 

Kb-tt la tfto Roolatxy BnaXay Valna Mm? 
ffa— af thm **lmm ia t** Mtor, a.*-. ImmIIk^ dttwr» ate. J 

I □ 

Wbmt la tao M mgiatxy BwbXax TiIm Typa>? 
ISpocatMwaot J 

Zf you aoloctod "rmjflo fmioo« 
•nfcar the version ouabar I I 

Zf you aoloeeod Vaxalau 
ontar Torsioaa in th* _____ _ _ 

Or wrmir Car iU mNiqwi t wnit^» ■■'■|tl Am mhm tot Ci*14J 

Zf you solectad Bpoalflo D ata, 
ontor dot* bora (aa/da/vr) I t 

Zf you aoloctod Data Bang*, 
ontor rang* bar* rro»: l : lbi i "1 

{f mmmmett far mmy *f *cioc e* tao tot CioJdV a9*ei*>> 00/00/00 la tao V*a*i ttaldj 

Zf you **X*ct*d ftpaoirie Stria*, 
how should th* atripon bo com parad? 




Figure 13c 
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Bnt» r tb» full R»gllty etrau pg 



WHERB CAH THE URKA1B BE DOWNLOADED EB0HT 



/or tfovoJoad or out «*• -u'f - <u« f 



ft fU» fommt Im tela* vm»d9 

GttwcJk h«r» i/ yoo would UJk* Cybmrtmeiim to star* yotur npdtet» 
on oar locml /IP Alt*. 



TdlMl 



rt^w v WAmoiI ■qpnt. Once you luwt 
on the Est entry. 



INSXALIAHON-SIXPl 



S*l*ct om: 



r 



C-MST. DUtUlOBT Mill 

|RoelDiocpy{CA) 



INSZAUJOIDN- 51BP2 
B*loct om: u 



■NSTAlLPg 



J 



G-DZ3T* POKCTQBT N1MX 



INSTALUHIDN- STEPS 
0*lect oo*t |& 



•MSXAULDC 



c 



J 



Figure 13d 
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INSTALLATION -SIEP 4 

tolact mm: jBaoteMBTMlBg 



c-bot» manual iut ih'iubi i lob Miunn 

J I — i 



r 



Figure I3e 
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SOFTWARE UPDATE TO 



REMOVE 



OM 
RECOVERY 
MODULE 



I 



) 



1601 

CLOSE ALL 
APPLICATIONS 



I 



1602 

UNCOMPRESS 
ARCHIVE ASSOCIATED 
WITH SOFTWARE 
UPDATE 



1603 

FOR EACH RLE IN 
ARCHIVE THAT WAS 
CHANGED/DELETED, 
COPY THE RLE FROM 

THE ARCHIVE TO 
ORIGINAL LOCATION 



1604 

FOR EACH RLE IN 
ARCHIVE THAT WAS 
ADDED. DELETE THE 
FILE. 



I 



1605 

REBOOT SYSTEM 



FIGURE 16 
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^-FIGU RE 17 
RG.17A 



FIG. 17B 



BG.17C 



fig. 17D 
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CyberMedia nco 



Welcome to Oil Change Product Registration! 

TH.-** .fifc. f ^4n ■■ ( | - . • t < ■t-/>tm- 1|[rTrr ¥[|f | )B[) ||||| - 



IHUiMJCUHFQBMAIIDN 
CoBpanjr IUa»: 

Product item; 

I He? 

Wwt typo or prodDcr is tills? .-1- r- 

Bow do yoo oaiqo oiy ldoatlxy this product oa « ayateca? 
|S»wfc— fie B . Ot*"? 

Xdentirytoo /XI* Mm* or chsrmcxT string; 
1 i7r^ 



Jfyau wadd like Off Gfanffr to me additional product verification fibers, pUets* tele* one or more 
oftkt following: 

Check Version 

Check Pile Pete 

check Registry Entry 

Check for Directory 



C CHECK VERSION 



Figure 17a 
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ahat is the amam of zhe film? 

I -J ^r/o*} 

Whir* is this ttle locAtLB&7 
iRoeiOiwqwytCM « 

Chmek fox whic h version? 
|*yVwgon HB 

<* 

If you selected Span If to Torsion* 

which version should no verify? I 



If you selected Multiple ▼orsl cme, 

enter the version numbers: I I 
fro* malUplm vacsioat, ester the faction n i lwn N9itiM »y « rmmu i.e. 1.01* .1.02, 



If you selected Vexsloa 

outer Torsions in the rang* TtramA 1 Tot l I 
{XT *o e rrMiy *ar Ail timipwr *ec*ien», eater ITIS1IW ia too tot £ftelo7 



T CHECK fILE DAIS 




VheTB Is this x~ile located7 
[RooiOreqwyga) J 



Which dato should QU Chase* choc* /or? 
1 Look taraS0erifc: Fie Dote jj 

If you choso * 8peol£to Pa cta, 
ootor date hero teWaafwt l I 

If you selected latest Date), whet range 

will the date fall between? Txxmi l ~ Ttoil I 
fee ae*Mfr * Ac any ctete peior to tee tot deldU speci*y 00/00/00 ia the rseas £*altf> 



Figure 17b 
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If you selectad Vaarston Ba ngs, ♦utte r toco ions 

in the rang* Tress l j -to: I i 
Or eftateaioff *«r all Bvkmt^mt Mnioat, eater IRTISH* ia Um Tat £i«ldj 

If you selected Specific D*ta> 

enter date here f^ifcif jii I I 

If you •elected Date) i mg> f 

enter range here f*— J ~1 to J 1 
ft© searca £&r sar deto iddr to tao Tet £l*2d, *P*ci*y 00/00/00 in the Trees 

If you selected Bpoolftn string, 
how ahould the strings be coop ered? 
|CbnpareS»if>Q-CASESe<SrTNE g 

Bnter the full Registry string 
i * 

fester lee itfoatiryio? atrial year aredact creates ia tae Siadove aeoietxrj 



n CHECK FOR EXISTING MEBCIOItY I *"} i O 

f you selected Texslon Ba ngs, ont< 
in the range rtw J 1 To; I i 



Zf you selected Version Bangs, enter versions 




enter date here taa/da/Trt 



ia the Tot timid) 



If you selected Date 

enter range here from; ! ~i Tb:l 1 
(*° Mercti £nr «ry data jrior t» Um tot £i«JdV specif* OO/OQ/OO ia tee Tree: XlaUlj 

If you selected Bpaciflo string, 
horn should the strings be compa red? 
1 Pawpaw -CASE SENSTOVC jj 

Enter th e full Registry string 

» 1 

fatter the Irfaafiryiap etnas year srodact Greater ia the fltiacges ttmaimtrr) 



O CHECK FOIL EXISTING UBECIOKX 
Seteffabopbcaffyoawoeldfe 



Figure 17c 
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Which directory aaaw ahoxtld be rerifiadV 

I * 

Where la zbm directory locstmd? 



<odi4/fc»ra>fcmiXii^l^tdgi^Jbf»% miymr fr u w w* 'back* btmomio return to tHw poo* tkmmc&ck m Ckar 
fiw/y* to iwct titfJonM, Yen wt^yAtM utttf mww didSd^orotlc&itioRolpfuductMj 

VI^^Ppdategtgiite«tfoBa» 
Rtton to Pr—i Kit 



Figure 17d 
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